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• Optical Networks. A practical perspective 
Rajiv Ramaswami, Kumar N. Sivarajan, Chapter 9, pp. 495-530, Ed. Morgan-kaufmann. 
2nd Edition, 2002. 
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• Network management consist of a set of functions which are essential to operate 
and mantain any network: 
 

 

 

 

 

 

 
 

• For these purposes it is usual to break down the optical layer into three sublayers: 
•   

– Optical channel layer: deals with individual end-to-end ligthpaths 

– Optical multiplex section: deals with multiplexed wavelengths on a point-to-point link basis 

– Optical transmission section layer: deals with multiplexed wavelengths and the 
optical supervisory channel between amplifiers 
 

• Corresponding functions are performed executing different management 
protocols: TL-11, SNMP, CMIP… 

Network Management Functions 

1.Performance management  

2.Fault management  

3.Configuration management 

4.Security management 

5.Accounting management 
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 Performance management deals with monitoring and managing the 
parameters that monitor and measure the performance of the network: 

1. enables a service provider to provide QoS guarantees to their clients and to 
ensure that clients comply with the requirements imposed by the service 
provider 

2. provides input to other network management functions as: fault management, 
when failures have been detected in the network 

3. needs to set parameters and thresholds above which alarm signals are 
triggered 
 

 Performance parameters to be monitored: 

Performance management 

• Power levels of the signals 

• Optical Signal to Noise Ratio (by including optical splitters and photodetectors 
on the input ports of the optical switches) 

• Temperature 

• Wavelengths drift 

• State of the amplifiers 

• Variation in the supply voltage of equipments 
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 Configuration management deals  with the set of functions associated 
with managing orderly changes in a network: 

 

− tracking the equipment in the network 

− managing the addition/removal of equipment  

− rerouting of traffic affected by changes of equipment or software 

 

 These functions are divided into three main areas: 

 

1. Management of network equipment 

2. Management of network connections 

3. Management and adaptation of client layer signals to optical layer 
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Configuration management 
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1) Equipment management:  

– Monitoring and control of network equipment (number, location, status ...) 
and optical connections (number of active wavelengths on each equipment, 
maximum number ...) 

– Modular expansion and scalability of equipment (adding new wavelengths 
without affecting the operation or repairing a channel out of service without 
affecting the rest, ...) 

– Checking wavelength - corresponding working line card (number of ports, 
number of line cards, bitrates…) 
 

2) Management of the network topology: 

– Each node possess a database of the network topology and resources used to 
support traffic 

– To initialize the network (or changes occur) to be grasped by the topology of 
the nodes (information exchange with adjacent nodes) 

– When changes are produced, the information is spread through the network 

 

Configuration management 
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3) Connection management:  
 

 Connection management deals with setting up connections, keeping track of 
them and taking them down 
 

 This function can be executed by a centralized management system or by 
distributed control entities 
 

 The traditional telecommunications manage this function by a centralized 
management system: this process is extremely unwieldy and slow.  

– Wavelengths are statically assigned in the setting stage from the center 
management system, and then they are registered in the MIB 

– Centralized processes are very slow and complex  whereas connections remain 
established long time (months - years) 
 

 These systems evolves towards more complex networks and more dynamic 
connections 
 

 Providers want to offer fast connection setting (in seconds or minutes) instead 
of having to spend long periods of maintenance 
 

 Control tends to be more distributed in the connection management 

Configuration management 
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Route computation 
 

– When a ligthpath is required, the network looks for a route and resources to 
support the connection . How? using a routing algorithm 

– The routing algorithm takes into account constraints imposed by the network: 
wavelength conversion, capacity and availability on each link of the network.  

– The algorithm also have to calculate protection routes for the working 
connection in case of failure. 

 

Signaling network 
 

– After route computation, new connections are set up. This process involves 
reserving the resources required for the connection and setting. 

– Protocols based on MPLS Internet signaling protocols (RSVP, LDP) can be used  

– They will set up connections along shortest paths without considering  the 
available capacity.  

– A signaling channel is needed by nodes to exchange control information 
among all network nodes. 

 

Configuration management 
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 Fault management is the function responsible for detecting failures when 
they happen, isolating the failed component and restoring the service traffic 
as soon as possible 
 

 It is also responsible for providing redundant capacity within the network so 
that in case of failure protection and restoration mechanisms reroute traffic 
affected 
 

 Example of possible failures in WDM networks: 
 

− In optical fibers: cuts 

− In nodes: power loss, equipment failure ... 

− In lightpaths: affected by associated equipment failures (mainly due to 
amplifiers, optical sources and / or photodetectors) 
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 This function takes into account administrative functions such as user 
authentication, as well as read and write permissions 
 

 Optical networks are divided into domains, both horizontally and 
vertically to provide security: 
 

Vertical domain:  some users are allowed to access only certain network 
elements and not other network elements 
 

Horizontal domain: some users may be allowed to access some parameters 
associated with all the network elements across the network (lightpath will 
require access to all the performance parameters associated across all the 
nodes traversing) 
 

 Security involves protecting data belonging to network (encrypting data 
before transmission and decrypting capability to legitimate users) 
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ACTIVE 

DISCONNECT 

RECONNECT 

STOP 

Loss of light 

No loss of light 
within  ’ 

Light detected 

Loss of light 
within ’ 

No light detected 
within  

Light detected 
within  

Te
m

a 
8

: 
C

o
n

tr
o

l y
 G

e
st

ió
n

. 

 For this purpose, control protocols 
OFC (Open Fiber Control protocol) 
have been proposed: 
 

• Detecting cuts in fiber and 
switching off lasers affected 

• Maintaining levels of optical power 
below the cut-set margins of 
safety class 

• Allowing the link back to its 
original condition once repaired 

 

 It is necessary to provide protection measures to ensure the physical security of 
the users from potential hazards that can cause optical radiation in case any 
component is damaged or malfunctioning 

− The optical radiation must remain within the safety limits for the human eye 

Optical Security 
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Optical Security 

 The most usual lasers employed in Optical Communications correspond to: 

 

Class 1:  

– A maximum of 10 dBm at 1550 nm to and 10 dBm at 1300nm are allowed 

– Although the laser can be dangerous, it is protected in order to avoid sight damages 

Class 3a:  

– Higher power levels: Up to 17 dBm at 1550 nm. It can be dangerous because they are 
not protected 

– Their handling must be performed by qualified personnel 

– Under normal operation, a link is protected and radiation is confined: There is no 
hazardous situation 

– Risk situations arise when installing or repairing links 

safety signs 
and labels 

41 



Lecture 9: Control and Manegement in Optical Networks       14/ 

Optical Communication Systems and Networks 

http://www.insht.es/InshtWeb/Contenidos/Documentaci
on/FichasTecnicas/NTP/Ficheros/601a700/ntp_654.pdf  
(last access in Feb/2013) 

 Class 1: safe lasers under all reasonably foreseeable conditions of use, including use of 
optical instruments in direct viewing 

 Class 1M: lasers emitting in the range of wavelengths between 302.5 and 4000 nm are 
safe under reasonably foreseeable conditions of use, but can be dangerous if used for 
optical instruments in direct viewing 

 Class 2: lasers emitting visible radiation in the wavelength range between 400 and 700 nm. 
Eye protection is normally achieved by aversion responses This reaction can provide 
adequate protection even when using optical instruments 

 Class 2M: In this class of lasers, visible radiation is emitted (between 400 and 700 nm). Eye 
protection is normally achieved by aversion responses, but the view of the beam can be 
dangerous if used optical instruments 

Optical Security 
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Class 3R: lasers emitting between 302.5 and 106 nm with a beam potentially hazardous, but 
their risk is lower than Class 3B lasers. They require fewer manufacturing requirements and 
control measures than Class 3B lasers. The accessible emission limit is 5 times lower than AEL 
(accessible emission limit) Class 2 in the range 400-700 nm, and 5 times lower than the AEL Class 
1 for other wavelengths 

Class 3B: lasers with direct viewing always dangerous (ex. Within the Ocular Hazard Distance). 
Viewing of diffuse reflections is normally safe 

Class 4: These lasers can produce hazardous diffuse reflections. They can cause damage to the 
skin and can also be a fire hazard. Its use requires extreme caution. 

 
New laser classification (UNE EN 60825-1/A2: 2002) 

Optical Security 

http://www.insht.es/InshtWeb/Contenidos/Documentaci
on/FichasTecnicas/NTP/Ficheros/601a700/ntp_654.pdf  
(last access in Feb/2013) 
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Risks of lasers 
in sight 

 Eyes and skin are the organs that can be damaged by exposure to laser radiation 
 

 The severity of the injury depend on the wavelength of the laser and exposure 
level achieved, which is a function of the power or laser energy and exposure time 

 

http://www.insht.es/InshtWeb/Conten
idos/Documentacion/FichasTecnicas/N
TP/Ficheros/201a300/ntp_261.pdf 
(Last access in Feb/2012) 

Optical Security 
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 It is usual to find problems in interoperability between WDM equipment from 

different vendors 

 Furthermore, there are a high number of parameters to be satisfied due to the 
analog-nature of interfaces 

 Solution: ¿Why not use regenerators for interconnecting? 
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¿ Transponders / 
regenerators ? 
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Adaptation Management 
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• Adaptation management is the function carried out by 
the network to convert external client signals entering 
the optical layer into appropriate signals inside the 
optical layer - interoperatibility guarantee 
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 This function is responsible for billing and for developing reports and 
statistics of network components and operation 

 

 Accounting management in optical networks is carried out in the 
same way  as traditional networks do 
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Accounting management 
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Many of the functions performed by the management network are centrally 
implemented following a hierarchical structure. 

 
 

Problem: 

 It is a slow method, and centralized management and coordination functions get 
complicated as the size of the network increases 
 

 

Solution: 

 Increasing the speed by using distributed methods (multiple domains managed by 
different management systems). 

 It is common the implementation of the network management hierarchically from 
management systems operating on small and different network domains in a 
coordinated manner 

− Each network element, NE (OLTs, OADMs, OXCs) is controlled by its element 
management system (EMS) 
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Network Management 
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 The element manager EMS requires an agent acting in the network element to 
obtain information about the NE performance and state 

 The agent is implemented in software (a microprocessor in the NE), which is 
communicated with the manager by using specific protocols and standardized 
interfaces of management 

 The EMS is usually connected to one or more NE to communicate with other NEs 
in the network using a data communication network (DCN) 

– A fast signaling channel is also required between network elements to 
exchange real-time control information to manage protection switching and 
other functions 

– Multiple EMS may be used to manage the overall network 

– Information about operating parameters are monitored by the agent and it is 
stored in a register called  MIB (Management Information Base) by the 
network element manager 

 

Network Management 
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 The information to be managed for each network element is represented in the 

form of an information model, IM 

 In IM, it is specified the attributes of the system and the external behavior of the 

network element with respect to how it is managed 

 

 As far as EMS is concerned: 

− It is able to change the status of the variables contained in the MIB in order to 

change the operation mode associated to a network element 

− It accesses to the IM and then it sends information about switching and 

amplifying status, optical power levels, failures detection and connections to 

other NE and NMS by specific protocos and standardized interfaces 

Network Management 
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Management Protocols 

 Most network management systems use a master-slave sort of relationship 
between a manager and the agents managed by the manager 

 

– get operation: The manager queries the agent to obtain the status of 
parameters in the network element  

− Ex.: performance monitoring information 
 

– set operation: The manager can also change the values of variables in the 
network element and uses this method to effect changes within the network 
element 

− Ex.:changing switches configuration 
 

− Trap / alarm: Sometimes it is necessary for the agent to initiate a message to 
its manager:  

− if the agent detects problems in the NE and it is required to send a alarm signal 
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Management Protocols 

 In most cases, the physical management interface to the network element is usually 
through an Ethernet or RS-232 serial interface. 
 

 SNMP, simple network management protocol:  
− It is an application protocol that runs over a standard Internet Protocol stack.  
− The manager communicates with the agents using SNMP. The information model in 

SNMP is called a management information base (MIB) 
 

 TL-1, Transaction Language-1: simple textual command and control language  
− It is widely used as many of the existing legacy management systems still support TL-1 

 

 TMN, Telecommunications management network:  
− defines a hierarchy of management systems and object-oriented ways to model the 

information to be managed 
− specifies a protocol, common management information protocol (CMIP), for 

communicating between managers and their agents 
− Associated management interface is called a Q3 interface 

 

 CORBA, object request broker model: is used as the interface between the element 
management systems and a centralized network management system. 
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 The optical layer provides lightpaths to other client layers such as: SONET/SDH, 
IP/MPLS,… 

 Features defining the service interface between the optical layer and client 
layers: 

 

− Lightpaths should be set up and taken down as required by the client layer and 
network maintenance. 

− Bandwidths must be negotiated between the client layer and the optical layer.  

− Bit rates and protocols should be defined between client and optical layers 

− An adaptation function is required at the input/output of the optical network to 
convert client signals to signals that are compatible with the optical layer.  

− Multiple levels of protection may need to be supported: protected, unprotected, 
best-effort basis, carrying low-priority data on the protection bandwidth 

− When more bandwidth is required in one direction, it may be desirable to carry out 
unidirectional lightpaths 

− Multicasting or a drop-and-continue function is particularly useful for network 
survivability when multiple rings are interconnected 

Services of the optical layer 
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Overhead techniques used in Optical Networks 
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 A single failure may cause multiple alarms to be generated all over the optical 
network and incorrect actions to be taken in response to the failed condition 

 Alarm suppression must be carried out by set of special signals: forward defect 
indicator (FDI) and backward defect indicator (BDI). 
 

 PROCESS: When a link fails, the next node detects it and generates a defect 
condition (caused by a high bit error rate or a loss of light on the incoming signal) 

− The node will generate an alarm after defect persist during a time interval 

− After detecting a defect, the node will immediately insert an FDI signal to the next node  

− The FDI signal propagates  and nodes receive the FDI and suppress their alarms 

− The FDI signal is also referred to as the alarm indication signal (AIS) 

− A node detecting a defect also sends a BDI signal upstream to the previous node, to 
notify that node of the failure 

− If this previous node did not send an FDI, it is finally known that the link to the next 
node has failed 

 Independent FDI and BDI signals are needed for different sublayers within the 
optical layer to identify failure features (ITU – G.709 recommendation) 

Alarm Management 
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Alarm Management 
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APPLICATION All-Optical Subnet End-to-End 

OSC Pilot Tone Rate- Preserving Digital Wrapper 

Trace OTS Och-TS 
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Och-S 
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None Och-P 
 

Och-P 

Performance 
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None Optical Power BER BER 

Clent Signal 
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Any Any SONET/SDH Any 

Applications of different optical 
overhead techniques 

Source: pp 515 Optical Networks, Rajiv Ramaswami, 
Ed. Morgan Kaufmann (2002) 

Where: 
 

OTS: Optical Transmission Section  
OMS:  Optical Multiplex Section 
Och-S: Optical Channel Section 
Och-P: Optical Channel Path 
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Layers in the Optical Layer 
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The optical layer performs functions such as multiplexing, switching and routing 
wavelengths, and monitoring network performance at various levels in the network 

→  Optical layer is divided into several levels: Optical Transportetwork (OTN) 
architecture defined through ITU-G.709 recommendation 

 

Optical channel (OCh) layer  

 It deals with end-to end routing of the lightpaths 

 There’s no ETDM functions 
 

Optical multiplex section (OMS) 

 It delimits the link length between OLTs or OADMs 

 It consists of several link segments, each segment being the portion of the link 
between two optical amplifier stages  

 

optical transmission section (OTS) 

 It corresponds to the optical link comprised between two optical amplifier stages 

 The OTS consists of the OMS along with an additional optical supervisory channel 
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Layers in the Optical Layer 
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 Performance management enables service providers to provide guaranteed 
quality of service to the users of their network 

 

 This requires monitoring of the performance parameters for all the connections 
supported in the network: Performance management is close to fault management 

 

 Fault management takes care of detecting problems in the network and alerting 
the management systems appropriately through alarms 

 
 It is monitored the power levels of an incoming signal and it is sent an alarm 
message if the power level drops below a certain threshold 

 

 Fault management also includes restoring service in the event of failures.  

− This function is considered an autonomous network control function  

−  It is a distributed application without network managment intervention 

 Performance and Fault Management 
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 Performance and Fault Management 

BER Measurement 
 
 The bit error rate (BER) can be detected only when the signal is available in the 
electrical domain: at regenerator or transponder locations 

 It can also be measured at overhead bytes in SONET, SDH, and Optical Transport 
Network protocols 

− Some bytes of the overhead correspond to parity check bytes by which the 
BER can be computed 

 When a client signal is encapsulated using the SONET/SDH or OTN overhead, it 
can be measured the BER and guarantee the performance 

 It is difficult to estimate the BER accurately based on indirect measurements of 
parameters such as the optical signal power or the optical signal-to-noise ratio.  

− These parameters are used to provide some measure of signal quality and  
triggers  events such as maintenance or possibly protection switching 
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Optical Trace 
 
 Lightpaths pass through multiple nodes and through multiple cards within the 
equipment deployed at each node.  

 

 It is desirable to have a unique identifier associated with each lightpath 

− This identifier is called an optical path trace.  

Optical Channel Path Trace:  

Optical Channel Section Trace:  
 

 The trace enables the management system to identify, verify, and manage the 
connectivity of a lightpath.  

 
 It provides the ability to perform fault isolation in the event that incorrect 
connections are made. 

 
 SONET/SDH has trace information in its section and path overheads, and OTN 
has trace information in its OTU and ODU overheads.  

 Performance and Fault Management 
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Data communications network and Signaling 
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 The Data communication network (DCN) is responsible for communicating the 
element management system (EMS) with different network elements 
 

 The DCN can be transported in several ways: 

1. By using a separate out-of-band network outside the optical layer: existing 
TCP/IP or OSI networks can be used. 

• It is applied when network elements are located in big central offices where 
connectivity is easily available (not in the case of elements located remotely) 
 

2. By using a OSC on a separate wavelength. 

• This option is available for WDM line equipment that processes the optical 
transmission section and multiplex section layers 

• It is not available in equipment that only looks at the optical channel layer 

3. By using rate-preserving in band optical channel layer overhead techniques  

• It is avalaible for equipment that looks at the optical channel layer and does not 
process the multiplex and transmission section layers: optical crossconnects. 

• it is available only at locations where the lightpath is processed in the electrical 
domain: regenerators or transponders 
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Signaling 
 

 A fast signaling network is required since it allows the network elements to exchange 
critical information between them in real time: For example FDI and BDI signals 
 

 There are several options to implement the signaling network: dedicated out-of-band 
connection, an optical supervisory channel, or by mean of the overhead techniques 

DCN Options For Network Elements 

 
Network Element 

 
Out-of-band 

 
OSC 

Rate Preserving 
Overhead/Digital 

Wrapper 

OLT + transponders    

OADM    

Amplifier    

OXC+ regenerators    

All-optical  OXC    
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Optical Layer Overheads: 
 

 They are responsible for performing functions in the optical layer such as 
support optical path traces, defeat indicators and BER measurements 

 Subcarrier pilot tone, CSO, Rate Preserving and Digital Wrapper: To transport 
overhead through multiple subnets all connected by optical regenerators 

 

1. Subcarrier or pilot tone:  
 

– The overhead is built from the lightpath wavelength modulation with an 
additional subcarrier / pilot tone 

– The subcarrier is modulated in amplitude or frequency at very low speed 
(kb/s) to transport data overhead. 

– At intermediate points, a small fraction of the optical power is removed to 
recover the overhead without affecting the optical path data 

– It is a technique transparent to data format and enables BER measuring 

– Pilot tones can only be modified at the transmitter and the receiver, but 
not at intermediate nodes 
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2. Optical Supervisory Channel (OSC) 
 

 It is used to control and monitor optical amplifiers as well as to transport DCN 
and some overhead information. OPTIONS: 

1) Within the same band as the traffic-bearing channels. This option allows the 
reduction of amplifier noise 

2) Located in a separate band located away from the traffic-bearing channels.  

− This makes easier filtering and adding OSC signal at each amplifier location 

− but spectrally away from the Raman pumps if Raman amplifiers are used 

3) In  WDM systems operating in the C-band, 1310 nm, 1480 nm, 1510 nm, or 1620 nm 
appear as a promising options. However: 1480 nm is used as a pump in EDFAS and 
interactions between the OSC and the EDFA pump could arise. 

4) ITU has adopted the 1510 nm wavelength as the preferred choice 

5) 5) the 1620 nm option avoids most of the previous problems, except that requires 
careful filtering to drop  this channel from a traffic-bearing channel 
 

 The OSC can be used to carry OTS traces and defect indicators, as well as OMS 
and OCh defect indicators. 
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3. Rate-Preserving Overhead 
 

 It is based on making use of the SONET/SDH overhead which presents bytes 
currently unused  Some of these bytes can be used in the optical layer 

 It can be used only at locations where the signal is available in electrical format, 
therefore it cannot be used inside an all-optical network 

 This technique allows take advantage of existing equipment in the network at 
the same time that it retains the existing hierarchy of bit rates in the SONET/SDH 

 

 Disadvantages: 

– Limited number of unused bytes to carry all the optical layer  

– SONET/SDH standards specify the set of unused bytes which are already used by some 
vendors/companies 
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4. Digital Wrapper Overhead:  

 

 OTN solves the problems of using SONET/SDH overhead. Unlike Rate-Preserving 

Overhead, it can be used to encapsulate a variety of different signals: Fibre 

Channel, Gigabit Ethernet, and 10 Gigabit Ethernet.  

 

 It has optical channel transport unit (OTU) and optical channel data unit (ODU) 

traces and defect indicators as well as providing other overheads for 

management: automatic protection-switching (APS) protocols 

 

 OTN frames also have unused overhead bytes to be used for carrying additional 

overhead information 

Data communications network and Signaling 
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